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• ��'
– ���#(Code Review)��.���
– 1�1���"�

• -
�(9��!
– ���2*�4/
– ���&�,(+6
– ��5:

• ��,�&� (+6(false negative)
• �,
7�&(���+6(false positive)�3804�%(
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• 0��)(Type Analysis)
– *��5-0��+��5a-0�(���1 �#
�����

• $
,�)(Control-flow Analysis)
– $
,2���%

• &",�)(Dataflow Analysis)
– �5	-��4/

• !6�)(Point Analysis)
– �'���5(�!�.�-
�����(�(�
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• ��
�
– Object A=Org.buaa.edu.MyApp() 

• ���

– MyApp extends BasicApp

• ����
– MyApp implements AppOperator

• 	�: ��������
�����
– MyApp.show()� AppOperator.show()�

BasicApp.show()



Java Example: BoolExp hierarchy
public class AndExp extends BoolExp {

private BoolExp _operand1;
private BoolExp _operand2;

public AndExp(BoolExp op1, BoolExp op2) { _operand=op1;   _operand2=op2; }
public boolean Evaluate(Context c) {

return _operand1.Evaluate(c) && _operand2.Evaluate(c); 
}

}

public class OrExp extends BoolExp {
private BoolExp _operand1;
private BoolExp _operand2;

public OrExp(BoolExp op1, BoolExp op2) { _operand=op1;   _operand2=op2; }
public boolean Evaluate(Context c) {

return _operand1.Evaluate(c) ||  _operand2.Evaluate(c); 
}

}

_operand1: {Constant} _operand2: {OrExp}

_operand1: {VarExp} _operand2: {VarExp}
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• ����(CFG, Control-flow Graph)
– ���	��(Basic Block)�����
– ������
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• ����(CFG, Control-flow Graph)
– ���	��(Basic Block)�����
– ������
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• ���	(CFG, Control-flow Graph)
– �
�������(Interprocedural analysis)
– �����������	� Call Graph

• 
���
• Object.showMyApp.show()� AppOperator.show()�

BasicApp.show()
• Class Hierarchy Analysis (CHA): ���������
�
�

• Rapid Type Analysis (RTA)����
��	���
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• 
�����(CFG)
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• �.��
�(constant propagation)
– �	����
������

• ��
�(liveness analysis)
– 
����%"�.	�(���(Overwrite)��&
�(�$"*
�!

•�!',�
�(available expression)
– 
����%"',��!-�)#

• ���,�
�(reaching definition analysis)
– Definition: assignment v=4;
– Reach: +	*
������%"*
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• �
����	����(Alias analysis)

• x.f �y.g��	�����
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• ����
���
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• ����
– Flow Sensitive vs. Insensitive

• 
������
– Context Sensitivity vs. Insensitive

• ��
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• A.a() �2-%&�����#�
– ���/

• Obj b = New B(1); A.a(b) �0�1
– Heap�1

• ClassA{ obj c; void a(obj b){c=b;}   
• Obj b = New B(1); A.a(b)� A.c = d;

• Slicing�!
– �!�*���"�	(�1�&�',�3�
– 4��� path&�*,�; ���$�path
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• Java��
– WALA

• C/C++��
– LLVM
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• Intermediate representation (IR) 
–Static single assignment form (SSA)
–
���
��	���������
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• �����CallGraph
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• Slicing��
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• �$�"+	��!�+	�)�%�
– Fun(int x, int y)  xàa yàb
– Scanf(“%d”,&z)  zàc

• 
 %����$��'*�"��
–
���&���

• If(a<0&&b>10)

– While, for, if, switch, if-else
–����
�

• if(a<0&&b>10) { while(c<5) ...}
– 
�����+	���$�"�'(#�
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Void func(int x, int y){
int z = 2 * y;
if(z == x){

if (x > y + 10)
ERROR

}
}
int main(){

int x = sym_input();
int y = sym_input();
func(x, y);
return 0;

}

x = a = 0
y = b = 1

2b != a 2b == a

2b == a && 
a <= b + 10

2b == a && 
a > b + 10

func(x = a, y = b)

x = a = 2
y = b = 1

x = a = 30
y = b =15

ERROR

�	����(Path constraint)z = 2b
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x = a = 0
y = b = 1

2b != a 2b == a

2b == a && 
a <= b + 10

2b == a && 
a > b + 10

func(x = a, y = b)

x = a = 2
y = b = 1

x = a = 30
y = b =15

ERROR

z = 2bx = a = 0
y = b = 1

x = a = 2
y = b = 3

x = a = 5
y = b = 4

…
…
…

…
…
…

x = a = 2
y = b = 1

x = a = 4
y = b = 2

x = a = -6
y = b = -3

x = a = 40
y = b = 20

x = a = 30
y = b = 15

x = a = 48
y = b = 24

…
…
…

Path constraints represent
equivalence classes of 

inputs
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• �	������
�	(Boolean 
satisfiability problem)
–�����	����
��������

���j�

w1 = (b c) 

w2 = (¬ a ¬ d)

w3 = (¬ b d)

j = w1 w2 w3

A = {a=0, b=1, c=0, d=1}

Ù Ù
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Ú

Ú
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•�#/� %.(Satisfiability Modulo 
Theory)
– ��41M�(���,�31M(First-order logic)
– !��4)��
&�������-��+�"$
�2*��'��	�

– ��SMT Solver: Z3, CVC4
��: a first-order formula j over background theory 
(Arithmetic, Arrays, Bit-vectors, Algebraic Datatypes)

��: is j satisfiable?
���x+y-z<5     x<0Ù
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•�
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���	�����C1, C2, 
…, Cn

•����������������

If K

Path Constraints = {C1, C2, …, Cn}; 
SAT

If-then If-else

Use queries to determine validity of a branch
else path is impossible: C1 ∧ C2 ∧ … ∧ Cn ∧ ¬K is 
UNSAT
then path is impossible: C1 ∧ C2 ∧ … ∧ Cn ∧ K is 
UNSAT
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• �-�<�
– �>��#

• :�+*
– !�����4
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• 2�70,
– �'�(	)�$/���%�1	�-

• � ��5"/��
• SMT Solver�� !�/&8��>
• -����./;�
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• 
�#��%(Dynamic Symbolic 
Execution)
– ���%+#��%(Concoloc Execution)

• ��"�&!�
– ���%�*����� (�������
$�
 "���

– #��%�����	 "������)%SMT�
'



ERROR

2*y == x

x > y+10

Y

Y

N

N

void testme (int x, int y) 
{
z = 2*y;
if (z == x) {

if (x > y+10) {
ERROR;

}
}

}
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void testme (int x, int y) {

z = 2* y;
if (z == x) {

if (x > y+10) {
ERROR;

}
}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7 x = a, y = b

�����



void testme (int x, int y) {
z = 2* y;

if (z == x) {
if (x > y+10) {

ERROR;
}

}
}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 14

x = a, y = b, 
z = 2*b
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void testme (int x, int y) {
z = 2* y;

if (z == x) {
if (x > y+10) {

ERROR;
}

}
}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 14

x = a, y = b, 
z = 2*b
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void testme (int x, int y) {
z = 2* y;
if (z == x) {

if (x > y+10) {
ERROR;

}
}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 14

x = a, y = b, 
z = 2*b

2*b != a
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void testme (int x, int y) {
z = 2* y;
if (z == x) {

if (x > y+10) {
ERROR;

}
}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 14

x = a, y = b, 
z = 2*b

2*b != a

Solve: 2*b == a
Solution: a = 2, b = 1
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void testme (int x, int y) {

z = 2* y;
if (z == x) {

if (x > y+10) {
ERROR;

}
}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 2, y = 1 x = a, y = b
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void testme (int x, int y) {
z = 2* y;

if (z == x) {
if (x > y+10) {

ERROR;
}

}
}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 2, y = 1,       
z = 2

x = a, y = b, 
z = 2*b
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void testme (int x, int y) {
z = 2* y;
if (z == x) {

if (x > y+10) {
ERROR;

}
}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 2, y = 1,       
z = 2

x = a, y = b, 
z = 2*b

2*b == a
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void testme (int x, int y) {
z = 2* y;
if (z == x) {

if (x > y+10) {
ERROR;

}
}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

2*b == a

x = 2, y = 1,       
z = 2

x = a, y = b, 
z = 2*b

a < b + 10
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void testme (int x, int y) {
z = 2* y;
if (z == x) {

if (x > y+10) {
ERROR;

}
}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

2*b == a

x = 2, y = 1,       
z = 2

x = a, y = b, 
z = 2*b

a - b < 10

Solve: (2*b == a) ^ (a – b> 10)
Solution: a = 30, b = 15
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void testme (int x, int y) {
z = 2* y;

if (z == x) {
if (x > y+10) {

ERROR;
}

}
}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 30, y = 15 x = a, y = b
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void testme (int x, int y) {

z = 2* y;
if (z == x) {

if (x > y+10) {

ERROR;
}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 30, y = 15
z = 30

x = a, y = b

2*b == a

a > b+10

Program Error
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• Java
	
– Java Pathfinder

• C/C++
	
– LLVM KLEE

• ���(binary)
– angr
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• ����get_sign
– ��main
�
�)��a���
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• ����KLEE
– ��1�3)���
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• %�5���
–(�	 �)3(Buffer Overflow)
–&�0(NULL Pointer)
–-��4(Resource Leak)
–����/.(Dependency Analysis)

• '��+��
– *��,#�"��
#�%���$��

• 20)3
• &�0)3
• �1!�(backdoor bug)
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• ����
–
������
–�����������strcpy
–���	�
index���

char buf[80];

hp = gethostbyaddr(...);
strcpy(buf, hp->hp_hname);
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• ����
–������
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•  
����	����
–������
–�����������C
–��y=0 && C�
���

Void fun(int x, int y)

{  float z;

if(x>5)

{ if(y<3)

{  z= x/y; }

}

}



Q&A


