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« RBEN
— Object A=Org.buaa.edu.MyApp()

o AZEHRK

— MyApp extends BasicApp

 EOSEE
— MyApp implements AppOperator

° glb\ %lLﬁﬁ*ﬁHq—iE%ﬁE% I-IS_¢%

— MyApp.show(). AppOperator.show().
BasicApp.show()




Java Example: BoolExp hierarchy

public class AndExp extends BoolExp {
private BoolExp operand1;
private BoolExp operand2;

public AndExp(BoolExp op1, BoolExp op2) { operand=op1; _operand2=op2; }
public boolean Evaluate(Context c) {
return operandi.Evaluate(c) && operand2.Evaluate(c);

}

}
_operand1: {Constant} _operand2: {OrExp}

public class OrExp extends BoolExp {
private BoolExp operand1;
private BoolExp operand2;

public OrExp(BoolExp op1, BoolExp op2) { operand=op1; _operand2=o0op2; }
public boolean Evaluate(Context c) {

return operandi.Evaluate(c) || _operand2.Evaluate(c);
}

}
_operand1: {Varkxp} _operand2: {VarExp}
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EHIR (1)

. $2#5%E (CFG, Control-flow Graph)

— 5 EAXRP(Basic Block), XiEi5a]
— 18 :fﬁ%‘]/}luﬂlﬁr

&S D

if-then-else o until

Figure 1: Flow graph representation.
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. $2#5%E (CFG, Control-flow Graph)

— B EX(Basic Block), Xi8i5q]
— 38 =THIRIR R

int n, sum;
main() {

int i;

n=N;

i=1;

sum = 0;

while ( i<=n ){

sum = sum + 1i;

i=1i+1;
}
if ( sum < 2*n ){
ERROR: ;
} else {

— }
}
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:}fﬁ%“/m..(CFG Control-flow Graph)

ATHRE, B (Interprocedural analysis)
- SN RBERTRFRFE: Call Graph

glb\ﬂlzﬁ

* Object.showMyApp.show(). AppOperator.show().
BasicApp.show()
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1. k=2
2. if (...) |
3. a =%k + 2
For each block b: 4. x = G2
. 5. } else { ad)( b,2)

outy = transy(ing) 6. 4=k % 2

iy = jo”:nPEP?‘edb (OUtP) ; } x =8 ) b,=2)
9. k=a
10. while ( ) a4 )(5,2)(3,3)
11. b

» BFEMBSX

ﬁ$ﬂﬁgﬁi ig S (ad)
16. ;rint (a+x); exit
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- BEEFE 9 Th(constant propagation)
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. FEMESHr(liveness analysis)
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- XRFI7A, WLFRHIRA 7 (Alias analysis)

class X {
Zf; Z g,
void bar(Z z) {
this.f = z;
}
}

class Y extends X {

void bar (Z z) {
this.g = z;
}

}

class & {

Xx; Xy;

void al() { void a2() { void foo(Z a) {
y = new Y(); x = new X();
X =7y; y = x; x.bar(a);
Z z = new Z(); Z z = new Z(); y-bar(a);
foo(z); foo(z); }

} }

}

» x.fHly.g=RE—1XIRIG ?
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» ClassA{ obj c; void a(obj b){c=b;}
« Objb=NewB(1); A.a(b); A.c=d;
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 Intermediate representation (IR)
— Static single assignment form (SSA)
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BR7S 53 HTf51F-WALA (2)
- =HIi7El : CallGraph

buildCG(String jarFile) {
// represents code to be analyzed
AnalyisScope scope = AnalysisScopeReader
.makeJavaBinaryAnalysisScope (jarFile, null) ;
// a class hierarchy for name resolution, etc.

IClassHierarchy cha = ClassHierarchy.make (scope) ;

// what are the call graph entrypoints?

Iterable<Entrypoint> e =
Util.makeMainEntrypoints (scope, cha);

// encapsulates various analysis options

(1)

(2)
(3

AnalysisOptions o = new AnalysisOptions (scope, e); (4)

// builds call graph via pointer analysis
CallGraphBuilder builder =
Util .makeZeroCFABuilder (o, new AnalysisCache(),
cha, scope);
CallGraph cg = builder.makeCallGraph(o, null) ;
}

(%)

(6)

—
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Reference Type Resolver Method
Type

class TypeReference IClass lookupClass ()

method MethodReference IMethod resolveMethod /()

Field FieldReference IField resolveField ()
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» HIEFRIIA (FWEWMAN) WANFS
— Fun(int x, inty) x2>a y->b

— Scanf(“%d”,&z) z->c
s DA SBEXNEFMITHRZRS 0
- X FHARE
. 1f(a<0&&b>10)
— While, for, if, switch, if-else

- REFHTX

. if(@<0&&b>10) { while(c<5) ...}
= ATUFIEARMAZ G TIEFHNTESE




Void func(int x, int y){
intz=2"*y;
if(z == x){
if (x >y +10)
ERROR

}

int main(){
int X = sym_input();
int y = sym_input();
func(x, y);
return 0;

— M F

MANSHFSH

func(x=a,y = b)

EREERFLIER(Path constrging)_ 5|,

X=a ==a &&
v=b a>b+ 10
RN X=a=2 x-aEI;(I?OR
MAE veb=1 V= b 215




BREARMNABMARE

func(x=a,y =Db)

Path constraints represent
equivalence classes of
inputs

BEFSE, ATLUSMASE DK, §—RRATRER—
ME, NMELDATRERMA S
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A = {a=0, b=1, c=0, d=1}
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. A% BRI iS (Satisfiability Modulo
Theory)
— EIEEEM LT Z—MiZE(First-order logic)

SNSRI LU ASSH. BH. 5k, B4, tbEF
EEFHERNANKE
— BHSMT Solver: Z3, CVC4

A\: a first-order formula ¢ over background theory
(Arithmetic, Arrays, Bit-vectors, Algebraic Datatypes)

fit: is ¢ satisfiable?
EbUll : x+y-z<5 A x<0
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lPath Constraints = {C,, C,, ..., C.};

SAT

Use queries to determine validity of a branch
else path is impossible: C{AC, A ... AC, A Kiis
UNSAT

then path is impossible: C,AC, A ... AC, AKis
UNSAT

/0\

If-then If-else
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void testme (int x, int y)

{

z=2%y,
if (2 == x) {
if (x >y+10) {
ERROR;
}
}



DSE5F

Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, int y) { state state condition

— X=22,y=7 X=a,y=b

z=2%y;

if (z==x) {
if (x >y+10) {
ERROR;
}
}
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Concrete
Execution

void testme (int x, inty) { cS:;)ar][Zrete
z=2%y;
{— Xx=22,y=17,
if (z==x){ z=14
if (x >y+10) {
ERROR;
}
}

Symbolic
Execution

symbolic
state

path
condition




DSE5F

Concrete
Execution

void testme (int x, inty) { cS:;)ar][Zrete
z=2%y;
{— Xx=22,y=17,
if (z==x){ z=14
if (x >y+10) {
ERROR;
}
}

Symbolic
Execution

symbolic
state

path
condition
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Concrete
Execution

concrete
state

void testme (int x, int y) {

z=2%y;
if (z==x) {
if (x >y+10) {
ERROR;
}
}

Symbolic
Execution

symbolic
state

path
condition

2*bl=a




void testme (int x, int y) {

if (x >y+10) {
ERROR;

DSE5F

Concrete Symbolic

Execution Execution
concrete symbolic | path
state state condition

Solve: 2*b == a
Solution:a=2,b =1

2*bl=a
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void testme (int x, int y) {

‘_

z=2%y,
if (z==x){
if (x >y+10) {
ERROR;
}
}

Concrete
Execution

concrete
state

x=2,y=1

Symbolic
Execution

symbolic
state

Xx=a,y=b

path
condition
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void testme (int x, int y) {
z=2%y;
—
if (z==x){
if (x >y+10) {
ERROR;

Concrete
Execution

concrete
state

1,

X=2,y=
z=2

Symbolic
Execution

symbolic

state

path
condition




DSE5F

Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, int y) { state state condition
Z=2%y;
if (z==x) {
2*b==a

=1, X=a,y=Db,
=2 z=2"D

— X=2,y
Z

if (x >y+10) {
ERROR;
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Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, int y) { state state condition
Z=2%y;
if (z==x) {
2*b==a
a<b+10

if (x >y+10) {
ERROR;

}
| — x=2y
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Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, inty) { state state condition

Z=2%y;

_ _ Solve: (2*b ==a) A (a—Db> 10)

if (z ==x) { Solution: a = 30, b = 15 .

2*b==a
a-b<10

if (x >y+10) {
ERROR;




void testme (int x, int y) {

DSE{51-F

Concrete
Execution

concrete
state

— X=30,y=15

z=2%y;
if (z==x){
if (x >y+10) {
ERROR;
}
}

Symbolic
Execution

symbolic
state

Xx=a,y=b

path
condition




void testme (int x, int y) {

z=2%Yy;
if (z==x){

if (x >y+10) {

ERROR,;

DSE{51-F

Concrete
Execution

Program Error

Symbolic
Execution

symbolic
state

Xx=a,y=b

path
condition

2*b==a

a>b+10
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LLVM KLEE®-F (1)

- BB FIEFFget_sign
— EMMmainK ¥, WATEafFSi

int get_sign(int x) {

if (x == 0)
return 0; int main() {
int aj;
if (x < 0) klee_make_symbolic(&a, sizeof(a), "a");
return -1; return get_sign(a);
else ¥
return 1;
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LLVM KLEE®-F (1)

» %iIFIZ{TKLEE
_ BFERINURAS, BERERNEE

$ ktest-tool ——write—ints klee-last/testOOOOOl.ktest
ktest file : 'klee-last/testOOO001l.ktest'

args : ['get_sign.bc']
num objects: 1

object ®: name: 'a'
object O: size: 4

object O: data: 1

$ ktest-tool ——write—ints klee-last/testOOO002.ktest

object ©: data: -2147483648

$ ktest-tool ——write—ints klee-last/testOOOOO3.ktest

object O: data: ©
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« EFFRSTIR

— 2 WXt Hifes(Buffer Overflow)
— 22384 (NULL Pointer)

— %iE;t % (Resource Leak)

- B EiRIREE(Dependency Analysis)
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char buf[80];

hp = gethostbyaddr(...);
strcpy (buf, hp->hp hname) ;
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14
15
16
17
 — 18 }

1 public void test(File file, String enc) throws |OException {

PrintWriter out = null;
try {
try {
out = new PrintWriter(
new OutputStreamWriter(
new FileOutputStream(file), enc));
} catch (UnsupportedEncodingException ue) {
out = new PrintWriter(new FileWriter(file));

out.append(’c’);
} catch (IOException e) {

} finally {
if (out != null) {
out.close();
}

Figure 1: Code example adapted from ant.
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—# lir'ﬁy=0 && CEL Al E
Void fun (int x,
{ float z;
if (x>5)
{ 1f (y<3)

{ z= x/vy;

int vy)

}
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