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#include <stdio.h>main(t, ,a)char

*a; {return!0<t?t<3?main(-79,-13,a+main(-87,1-_ ,main(-
86,0,at+l)+a)):1,t< ?main(t+l, ,a):3,main(-94,-
27+t ,a) &&t==27? <13°ma1n(2 +1,"%s %d %d¥n"):9:16:t<0?2t<-
729ma1n( yt,"@n '+ ¢! /*{}w+/w#cdnr/+ {}r/*de}+,/*{*+, /w{%+,
/w#q#n+,/#{1 + /n{n+ /+#n+, /#¥; #q#n+, /+k#;*+, /'

:'d*'3, }{w+K W'K:'+}e#';dq#'1
¥q#'+d'K#! /+k#;qg# 'r}eKK#}w'r}eKK{nl] '/#;#q#n'){H#}w'){){nl
]'/+#n';d}rw' i;# ¥){nl]!/n{n#'; r{#w'r nc{nl]'/#{1,+'K
{rw' iK{;[{nl]'/w#q#n'wk nw' ¥iwk{KK{nl]!/w{%'l##w#' 1i;
:{nl]'/*{q#'1ld;r'}{nlwb!/*de}'c ¥;;{nl'-
{}rw]'/+,}##' ' *}i#nc, ', #nw]'/+kd'+e}+;# 'rdg#w! nr'/ ')
}+I{xrl# ' {n' "H# T} '+}IH#F(11/") 1t<-

50? ==*a?putchar(31[a]):main(-

65, ,at+l):main((*a=='/"')+t, ,a+l)
:0<t?main(2,2,"%s"):*a=="'/"'[|main(0,main(-61,*a,"!ek;dc
i@bK' (q)-[w]*%n+r3#1, {}:¥nuwloca-0O;m

.vpbks, fxntdCeghlry") at+l);}

Thomas Ball, The Concept of Dynamic Analysis, FSE'99



*Er‘— Ej]n..\ ﬁ*ﬁ

« NI BITHNEFRRSS
— BELREITE
— Workloads@k TestcasesIEFE EE
- — R B EEFNBBEREITH
- ETFERERFNSISITA
 TIgE
— R7A&SIBER(Tracing), id®H7E(Logging)

- ZMEFNEITRES, SFENEE. S170E.. F4
« &RiE. HER. ARERES

T Ziulﬁ?" HIREFFERPE: HREBRME. MHRERIF
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FAEIE, LZIMEREXBIRPE

- BRI

O 4k

« ZFRFworkload, R&E
HIERPE(false negative)

- AIET Bk Trigger, FHIALIME PR T 2 ER(false

positive)
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- YIEFBER 547 (Profiling/Tracing
Analysis)

* IAN

xR4T REIE, 4 & workload, Ys5iEiE
KEMFRRES, RIHEER

- KEMHAE, %12, 5K B3R TEMRNERE

. XEMMATFITE. BEEEIRAPIERZ

. EERENRE, LRE. CPU. &igh

+ RIEITHIBEIFNG R EE

K| R 43 #r(Causality Analysis)

BEE. BYRHNBEHZERKREXR

—— « Profilingi#t#g. %1%, EHULEEEIE, WEEZBERERRXAR

- RBKRBHIE AR F T, HIEEMEF1Edata race
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+ IRICES
- X, EBERRAR
-8R, MRXEMVEARS, AIRFERS

- FREMXE, tbanJava kg

— £ EREELEEMInstrumentation}EQ
— SDRBIT, 1BiEEProfilingfXRE F EY

o iHFIREE
— BITERHE, BMeEEEO, BGRKERF
ProfilingfX 3 H EX
— 5 ERGMCPUMEX
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— & AInstrumentation{Xh3 H B
- KPR E T EHE

For any Method such as void * (int, double)

void insertAfterFunEenter (void *this, void *callsite)

{
int a=$0, double b=$1 then log /* called on function

entry */
}

void insertBeforeFunExit (void *this, void *callsite)

{
int a=$0, double b=$1 then log /* called just

before returning from function */

}
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» AspectJ: JavaigEE§ HIAOPHEZS
— 7’5‘%*}"' IE, %ﬁjjﬂfi’% aspect VisitAspect {

void Point.acceptVisitor(Visitor v) {
v.visit (this) ;
}
}

- EXYIH

pointcut set () : execution(* set*(..) ) && this(Point);

— AfterIEset()#{TDisplay.update()

after () : set() {
Display.update() ;
}
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« S5iFE/RIEAEE, EIVMEENITHEMER
- FRBEEALXETL
— Class3X #fLoadZ|JVME TR Fi& ek
- JVMBYClassLoaderid 2
— &% Class load
— BiFClass load
o FHBYIESH
— B Class T e
oo e

[ BttpCILd ]
clas

s from JRE/lib/rt.jar
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SEIRHLEI(1)

- Java agent#/li#l
— Javas#Hiikmagent3EpiJars
— AgentA L premainF ik
— Ei—"iJVM load— M ¥THIClasskT, #<iEHpremain
/.

TS

loadAgent ) ) : e
com.sun.tools.attach.VirtualMachine agentmain
detach Agent class
plfemai n

Agentmain-Class

Premain-Class
L : ER—

= - t
Boot-Class-Path | META-INF/MANIFEST.MF , avaagern
Packaging
“Can-Redefine-Classes /|

Can-Retransform-Classes

How to avoid packaging<traevelopment? S
-javaagent:<jarfile>[=arguments]
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« Class Transformer

— kESE M TransformeriE, EX BH2/IClass
Transformer3§

1. Premain

2. addTransformer

5. redefineClass

4, transform

ClassFile

3. When Transformer

loading...

000000 e




sexnyixxt T R BEARARA Z /--'(\‘.‘ m \
Th e ofAdanced CompuensTehnlopr” S8 » k-
SEIHLH(3)

» Class#:{E: JavassistFE
— Java BytecodeHJIR{EE
— BRI EITR

ClassPool pool = ClassPool. getDefault():

CtClass cc = pool. get("Point”) :

CtMethod m = cc. getDeclaredMethod ("move”) ;

m. insertBefore (" { Svstem. out. println($1): System. out. println($2): }”):
cc.writeFile():

— EAVIRME
. F53EMinsertBefore,insertAfter
o BT IERE
« EMEFTEFEFE M
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e Class¥g{E: JavassistBE

— Bytecode level Operation, ZXfClass3 {4

B®14E, —MATARERTracing
 Heap Read/Write

— EmintEE, H{EAREME

ConstPool cp = ... ; // constant pool table
Bvtecode b = new Bytecode(cp, 1, 0);

b. addIconst (3) :

b. addReturn (CtClass. intType) ;

CodeAttribute ca = b. toCodeAttribute() :

— B k&£ JVM Specification3Z

3 4% Y



pawriaxs i AR AT B e . m |
of Advanced Computing Technolog - ﬁ; \,\

_ﬂi%ll’cﬂﬁﬁ#ﬁ

- SEBERZABX, —f&X86-Win/Linux

. 3T T RIRERS SR Bt EIE
- BC%w, BEXIR

— ZEIRF¥H NInstrumentation{t 3 F E&
— JITHwIE, BIREFDIT
Client
Client Valgrind tool
OS OS5
Machine Machine
(user-level) | Machine (user-level) | Machine
N : (system-level ) : (system-level)
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» LD PRELOADIFETE

- ARz IE], MemEEEXHC/ICH+EEX#F
- BBERIFATUEBHBEEX R

- AJLABRMNES E AR

ERZ, M

IE

AA

InstrumentationfXBBFEX, EHITHRIRIERER

« BilF: FKEFEF mallocfE &

'

— LD_PRELOAD=/path/to/my/malloc.so /bin/ls

- BEGE, ERATIHE

HYTEH
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» ValgrindFiELT R

- ¥ ¥x86/Linux, AMDG64/Linux, ARMG64/Linux,
MIPS32/Linux, MIPS64/Linux3§

— IR InstrumentationFlJIT41F

- B EMtools

— tbiMemchecker(RAfFEFFIHEE) , Massif(heap
profiler)EESE

- APTAILIF A BENXBprofiling THE
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» LB IREHEREERITINF
— Lamport Happened-before X R NHES

- Tracingf{EEBE
- #1E. ZRERISIEMNIT
- BRIt E
— JHB R & E iz

- I ERMKH E
- R B

— 18 E—i#EM&IERBAEEAF, T R%IE. i
—iﬁjﬂ%ﬁ:*ﬂ:ﬁg EHEAE (&%) AR (FEBD =
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- DCatch: javai& s
— EFJavassistSLIf
— Y RFXMERGHER 2

Inter-Node Intra-Node
AP Sync. Async. Custom  Sync.  Async.
RPC Socket Protocol Threads Events
Cassandra - v - v v
HBase v - v v v
MapReduce v . v v v
ZooKeeper E v - v v
T -
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o B ENTSIT AR ERPEE
- AFEEPE
— Heapjti i #kp& (Out-of-Memory)
— APIHE<HY T BEBRPE

ﬁ%ﬂﬁa’fﬁ"ﬁﬂ
H % &kBf(Concurrency Bug)
— LW FEEBA(Timing-of-Fault Bug)

— (RBIBIF/E 2514 BE R B H AR R BRBE
(Loop/Synchronization Performance Bugs and
~ their Cascading Bug)
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- B AFEHHE(Valgrind Memcheck)
- NEmd
- AfFIE

#include <stdlib.h>

==19182== 40 bytes in 1 blocks are definitely lost in loss record 1 of 1
void f(void) ==19182== at Ox1BBFFS5CD: malloc (vg_replace malloc.c:130)
{ =10 HI== by 0x8048385: £ (a.c:5)
int* x = malloc(10 * s =—19182== by 0x804832B: main (a.c:11l)
x[10] = O; // problem 1: heap block overrun '
} // problem 2: memory leak -- x not freed

int main(void)

{ ==19182== Invalid write of size 4
£(): ==]19182== at O0x804838F: f (example.c:§)
return 0: ==19182== by 0x80483AB: main (example.c:11)
} ==]19182== Address 0x1BA45050 is 0 bytes after a block of size 40 alloc'd
==]19182=—= at Ox1BBFFSCD: malloc (vg_replace malloc.c:130)
==]19182== by 0x8048385: f (example.c:5)
==]19182== by 0x80483AB: main (example.c:11)
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* Heap Profiling

— Is#EHeapiR{EFMAFEKX /)

- SRR RERIE

- FHWEHHT: Javassist Bytecode 21k

— GetField

— PutField
. ZiHtHIHR

- GAFRIENFTH
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« RGN E = APIAH
— XHiEEE): file-related
- 445 3IAPI: socket-related/http-related
- K¥ELEH: array-related/hashmap-related

. FHMSH: JavassistiR{E
— Method invocation
— Parameters capture
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-AS5BH%&: YIAAEBZREIAYE, {BSEPRATBEBIEAZ BN
k¥, NESHEIR
- Bl &R

1 Thread 1::

2 volid init () {
1 Thread 1:: 3 L.
2 1f (thd->proc_info) { 1 mThread PR _CreateThread (mMain, ...);
3 5
4 fputs (thd->proc_info, ...); 6 }
5 ... 7
6 } 8 Thread 2::
7 9 void mMain(...) {
8 Thread 2:: 10 .
9 thd->proc_info = NULL; 1 mState = mThread->State;

12
13 }
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s BN ERIEEEBRERKBAITERINF, H
1T Al g & 2 B2

-AS5BH%&: YIAAEBZREIAYE, {BSEPRATBEBIEAZ BN
k¥, NESHEIR
-DHRNERSE: BYHL. HEG®E

NM AM Client
submit T

(1) Assign Task T

\T
(4) Ha* \2' (3) Ca’nce"’-—
( 2) Get Task - -

(repeated) J

Figure 1. A Hadoop DCbug: Hang (buggy) if #3 happens
before #2, or no failure (y/) if the otherwise.
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H & ThP(3)

- ARG h
— FHRAGEERNEEXTAFIB
 Data Race
- BIEAFIBR M E— MR R iER B
-ASBZELBH—IEBEE
- ASBREEER (BIGRF, 3T

- BIEXTR BT
* HeapX5R
o AKHITH
- DA
e DHERBIR




szt it LSRR TR 27 m |
The Institute of Advanced Computing Technolog -
e Institute ed Computing Technolo //’A;/A \ '

& ERPBEA(4)

« BEXHTHR Profiling
- HeapXf &
- Javassist bytecode 43 i
- R
. JavassistZRZAP | 04T

- HANXH
 Javassists5=/5AP| 53t

- THAPIXTR
 Javassists5=75AP| 53t
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« FHARGHIEHM LM (Faults)

— Node crash
— Message drop
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* Time-of-Faults(TOF) bugs
— Trigger: a component failure (fault) at a special
time
— Error: unexpected system state left by the faulty
node

— Failure: system hang/failure due to improper
handling of the unexpected state

o« RUYETFFERPE: FFPREE A ERRBS BN RS

HIx

\
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s THRNRZPRER
— T A HE R AT B g &
— HIEPORIREKX
— Google Report: servers will crash at least twice
yearly (2-4% failure rate)

o KRR
- BRI R &
- AT AT
SRR
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__________________________________________________________________________________________________________________

transitionToOpened x

[ HMaster ] [ ZKWatcher ] {openRegion J
! run EventHandler Ji Handler |
i | transitionZookeeper

OfflineToOpening

assignMeta

openRegion 5

processRegionInTransition MT.putMeta, i 5
AndBlockUntilAssigned() { OPENING) : 5

While(!this.server.isStopped()

& & RIT.containsKey(Meta))

{ 7 RIT.remove(NIeta)/i .y
WaitForUpdate(100); \_)O( i
} Blocking —

b3 dependency

~

N e ——
D

If RegionServer crashes
before sending

i i transitionToOpened msg,

i i HMaster will hang

: | in while-loop )
; HMaster | ’
________ Different node i/ One thread run O Operation RIT: RegionInTransition,

........ one map in HMaster
[: Thread name v Message . Message sending

Simplified

‘1, Dependency
source code ’
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_____________________________________________________________________________________________________________

[ TaskImpl ’ Redt;{ceTask Container Different node
lm |
(TaskAttemptlId-1):
b ! :] Thread name
commitAttempt | . Task Run '
=null i/ One thread run
. commitPending RPC ! | M
! commitAttempt __________.--‘—-""'";’E ———————— (TaskAttemptld-1) i v/ essage
= TaskAttemptId-1 ¥ ~ !
i o (N !
I §Commit . \\\ ¢ Crash
i Task \
e ——— —————— 1 Crash-triggered

\4 Recovery

O Operation

If container crashes after
sending commitPending
RPC,
recovery cannot commit
so the job cannot finish )

commitPending RP
(TaskAttemptId-2

getTaskAttemtId .
| (TaskAttemptId-2)

commitAttempt
= null?

Kill Container i:L“""““"““"“""“""““““““““““““‘:
(TaskAttemptId-2) !

.........................

Commit

MRAppMaster(AM)



S B P ik Bea (6)
Crash-Regular TOF &g

1 1
1 ! 1
! Wbad ! ! Wbad

_______________________________________________________________

b
Wo00s and R should have blocking happens-before relationshipl!! (W — R)!
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Crash- Recovery TOFEJ%BH
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Crash- Recovery TOFEJ%BH
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 Crash-Regular TOFERFEHM

FHA

{THER{EATOB

- FRIEAFFFIR{EBRYHE
+ Crash-Recovery TOF&RF&EM

— One crash injected tracing
- &R1EBIEFrecoveryh HYIEHRIE
- #21EAB Fnormal runth IS #:4E

- ASBHRER

—

BEXTR
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» Failure sitef#7%%3#7: slicing4#f

— Crash-Regular TOFGRPE:
« R1EAR—Blockingi®{E: Singal/waitai & while(condition)
— Crash-Recovery TOFHRPH:
- ¥{EBEFrecovery BViSR(E, HAFEAN™EHIfatal errorfik
FIZIEIRIE
 Failure toleranceg#7S 34T
— Crash-Regular TOFGRPE:
- Singal/waitgiZ& while(condition)E&F Etimeoutt/
— Crash-Recovery TOFHRPH:
< If-checker: fatal errorZ B2 & B IR F| B
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- £ 8EProfiling
- EE{iLoverhead#: KA S X 15
- ZRBXIE S ESSEE P XEEX
- REBXEEYIGENZE: B H. EPlockAyiEalx
BFNFFFRH
. 1BR
- S TESFERER T
- Bl
B ﬁ’l‘ﬁlockﬂﬁﬁﬂ*ﬁﬁ
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M e 15 #EPE (Cascading Bugs)

1 RESZ N 73
- B BRI
- BYA: BEEELRENRES R

TaskTracker (TT)
JobTracker (OT) :

I>~‘55‘ la“l) 18 (12) la (13) Hggﬁtrggat
F||e COpy%"M.a (11) : a 12) function
oop :

T (1) ¢
ﬁ(}gg)ﬂaf T ?'h 13)

a(lsi

_______________________________________

- IR Figure 1: A PCbug in MapReduce: the client’s job delays
heartbeats through lock contentions and causes the whole
Tasktracker node to fail.
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» FNTSTITIEK
— FIE R R B HEF
— FIETR1EIE B B FFEJob-driven By E R ik #i
— IERMITINRFIRTE
« —fxFTRRBERIFI P E AL
» FRPEAHIRoot Causez & Failure Site 531
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