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#include <stdio.h>main(t,_,a)char 
*a;{return!0<t?t<3?main(-79,-13,a+main(-87,1-_,main(-
86,0,a+1)+a)):1,t<_?main(t+1,_,a):3,main(-94,-
27+t,a)&&t==2?_<13?main(2,_+1,"%s %d %d¥n"):9:16:t<0?t<-
72?main(_,t,"@n'+,#'/*{}w+/w#cdnr/+,{}r/*de}+,/*{*+,/w{%+,
/w#q#n+,/#{l,+,/n{n+,/+#n+,/#¥;#q#n+,/+k#;*+,/'r 
:'d*'3,}{w+K w'K:'+}e#';dq#'l
¥q#'+d'K#!/+k#;q#'r}eKK#}w'r}eKK{nl]'/#;#q#n'){)#}w'){){nl
]'/+#n';d}rw' i;# ¥){nl]!/n{n#'; r{#w'r nc{nl]'/#{l,+'K
{rw' iK{;[{nl]'/w#q#n'wk nw' ¥iwk{KK{nl]!/w{%'l##w#' i; 
:{nl]'/*{q#'ld;r'}{nlwb!/*de}'c ¥;;{nl'-
{}rw]'/+,}##'*}#nc,',#nw]'/+kd'+e}+;#'rdq#w! nr'/ ') 
}+}{rl#'{n' ')# ¥}'+}##(!!/"):t<-
50?_==*a?putchar(31[a]):main(-
65,_,a+1):main((*a=='/')+t,_,a+1)  
:0<t?main(2,2,"%s"):*a=='/'||main(0,main(-61,*a,"!ek;dc
i@bK'(q)-[w]*%n+r3#l,{}:¥nuwloca-O;m
.vpbks,fxntdCeghiry"),a+1);}

Thomas Ball, The Concept of Dynamic Analysis, FSE’99
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• ��
"�=6!+.�'�
"
–D7�B=6�-
–Workloads�TestcasesE�@7
–�5�48,.�+?
�-�26�
– �)9.�+��6�

• �4
– '�><(Tracing)�:���(Logging)
– �(.�+=6'�����A��=6�A��	
�0.�$�#�;%$3/

– �(&�+.�1C���1C��4*F/
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• ��0
– 	+?
– H�+?
– �=workload�3<<�6�:�

• 9��1��
'
– !HA:#-�"��(�"�B:B�*1C@

'� /��.%,�)17G

– ��EI
• �F�workload��8;2�D
6�:����8�.�&
17G(false negative)

• ���9��1Trigger�5>�.17G$�$41(false 
positive)
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• �[�QN+(Profiling/Tracing 
Analysis)
– W���<?8Y\�S��R8workload�9$;

��86 �E�'�

• 
28P>�B>�&1�H���V�X�J@
• 
28��GY�=:GY�APII7@
• 
2K43C�.����CPU�B>/@
• 
2"F(Z�GY-%@

• �,+(Causality Analysis)
– MB>�MD58���Z8	L
A

• ProfilingP>�B>�����3!�T�*�UO�,
A
• 0)	L8����F�%#��Z��data race
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• .�3
– 2�4��1�
#.�3
– �%��*�-0�F������'>G

• �E�3�,�Java�93
– ��<B� 	0Instrumentation��
– ?<B�:�?!;Profiling�3/+

• �A��3
– @:$(��&�D�����8!;C7=
Profiling�3/+

– �"�56�CPU2�
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• �������
– �������	�
– �Instrumentation����
– �
������
For any Method such as void *(int, double)

void insertAfterFunEenter(void *this, void *callsite) 
{

int a=$0, double b=$1 then log /* called on function 
entry */
}

void insertBeforeFunExit(void *this, void *callsite)
{

int a=$0, double b=$1 then log /* called just 
before returning from function */
}
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• AspectJ: Java���AOP�
– ���������

– ����

– After��set()
�Display.update()
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• ���#%���JVM+1�)�,�!
– ��#�-�� ��
– Class��Load�JVM�0)�*���

• JVM"ClassLoader/$
– &'Class load
– �!Class load

• �(#
2	�
– ��.Class
– ����Class
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• Java agent��
– Java	����agent��Jar�
– Agent��
�premain��
– ��JVM load���Class������premain
��
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• Class Transformer
– ����Transformer	�������Class 

Transformer
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• Class���Javassist
– Java Bytecode���
– ���
����
�

– �����
• ���insertBefore,insertAfter
• �����
• ����������
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• Class���Javassist�
– Bytecode level Operation���Class���$ �
����#��!���Tracing

• Heap Read/Write
– ��int�&����%�	

– 
�"JVM Specification��
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• ���#$�
��'X86-Win/Linux
• ���������� �,�"�

– ��%�&��IR
– �IR��	Instrumentation�!��
– JIT%*�+�)+�(
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• LD_PRELOAD:#�I
�"E<)2�	J�K��FB%�=C/C++)2�
��1� -����E<B%�=�1

��5/!H�'6=)�1�(A01
Instrumentation)>98�".D4C�?(�,

• �$�C�?(malloc�,
– LD_PRELOAD=/path/to/my/malloc.so /bin/ls

• @�3��G<
�+)=-*
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• Valgrind����
���x86/Linux�AMD64/Linux�ARM64/Linux�

MIPS32/Linux, MIPS64/Linux	
– IR Instrumentation(JIT��

• ����tools
– ��Memchecker(��
����)�Massif(heap 

profiler)		

• ��
��	�)��profiling��



�.�-(Causality Analysis)

• / +8��	>4��#9?�
– Lamport Happened-before64���(�

• Tracing4�!�$
– <5�754���#9
– �	4����3
– 0!4�=�')

•,��.
:�
– 1��	
– ;���<5�75%2*>"&����75�<
5��	�0!%2����=�����')��
	&�
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• DCatch: java��
– ��Javassist	�
– �����������
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• �-��,�'*."$
�
�*.

– Heap%(*.�Out-of-Memory�
– API(�'�+*.

• � *."$
– ��*.(Concurrency Bug)
– ����*.(Timing-of-Fault Bug)
– ���&/�#�+*.�	��*.

(Loop/Synchronization Performance Bugs and 
their Cascading Bug)
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• ����
�(Valgrind Memcheck)
– ��	�
����



Heap���!��

• Heap Profiling
– ��Heap��	���
����
����

• ������Javassist Bytecode��
– GetField
– PutField

• � ���
– ���������



API���� �'

• �����API$�
– ��#�"&: file-related
����%API: socket-related/http-related
�
�����array-related/hashmap-related

• �!�	��Javassist��
– Method invocation
– Parameters capture
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• ����1A!�#�/&��4���
-4��+�B �
��������	���
��B��2�+���
�
�B��*�,0.

��"��('
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• �	#�9'B�&�5+��<��"
3<��0�*A�
�������
������*���:�0�����
�*��/�184

��� ,-�62)�(!�7
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• �-�,
– �A����-.&��A�B

• Data Race
�&����)����'B�5.4#�

���2�*��)�&�

�������-��8!
� 3	

�'B�5./0
• �����5
•H�(�
•��"(�
•��"6�5
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• ���Profiling
������

• Javassist bytecode
�

����	
• Javassist�����
�

�
���	
• Javassist������
�

�
����
• Javassist������
�
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• ���
�	����(Faults)
– Node crash
– Message drop
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• Time-of-Faults(TOF) bugs
– Trigger: a component failure (fault) at a special 

time
– Error: unexpected system state left by the faulty 

node
– Failure: system hang/failure due to improper 

handling of the unexpected state
• �������	����
�������
��
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• ���(*���.
– 
$%���0'�	,)1�
– ����/��
– Google Report: servers will crash at least twice 

yearly (2-4% failure rate)

• �!%4�
��/%!2�4�#

���-��&�

�" %��



������(4): ��HB10090

If RegionServer crashes 
before sending 

transitionToOpened msg,
HMaster will hang

in while-loop  



������(5): ��MR3858

If container crashes after 
sending commitPending

RPC,
recovery cannot commit 
so the job cannot finish



Ncrash Nregular

R

Wbad

Wgood

Ncrash Nregular

R

Wbad

Wgood

Wgood and R should have blocking happens-before relationship[1] (!→# $)!
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Crash-Regular TOF��



Ncrash Nrecover
y

R

Wgood

Wbad

Wgood

Ncrash Nrecover
y

R

Wgood

Wbad

Wgood

Ncrash Nrecover
y

R

Wgood

Wbad

Wgood
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Crash-Recovery TOF��



Ncrash Nrecover
y

R

Wgood

Wbad

Wgood

Ncrash Nrecover
y

R

Wgood

Wbad

Wgood

Ncrash Nrecover
y

R

Wgood

Wbad

Wgood

34

Crash-Recovery TOF��
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• Crash-Regular TOFB) !
���������&�
���

��
�A��
�#"�

• Crash-Recovery TOFB) !
– One crash injected tracing
��
B��recovery�#'�

��
��	normal run�#��

�����
�����(
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• Failure site,��"�slicing�"
– Crash-Regular TOF&+�

•��� ����	��������Singal/wait�
while(condition)
– Crash-Recovery TOF&+�

•��B��recovery�B(��
�#��*Bfatal error�
)'(��

• Failure tolerance,��"
– Crash-Regular TOF&+�

• Singal/wait�
while(condition)����timeout	�
– Crash-Recovery TOF&+�

• If-checker: fatal error�� �!A���
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• �(Profiling
���overhead.�!�#��
�*�#���� �'����"


��#��!)02��� -����lock!)0�
��$���

• � 
���� ��	,!/

• ��
���lock�+!%�



)�����Cascading Bugs�

• )�(	��
– ����
���
– ����������������
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• 
����/
– 	��,��#$
– 	���0����Job-driven"���-
– +��)4 �0

• �(!�&1"����
• &1"Root Cause�'Failure Site��
�(2*��3���.����



Q&A


