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o 1% 5 #r(Control-flow Analysis)
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« RAITEX

— Object A=0Org.buaa.edu.MyApp()

o SLRLRK

— MyApp extends BasicApp

o OIS
— MyApp implements AppOperator

° gll—a\ %lu\ﬁ*ﬁ Hq%%ﬁi%'ﬂl‘_ﬁ\gs

— MyApp.show(). AppOperator.show().
BasicApp.show()



Java Example: BoolExp hierarchy

public class AndExp extends BoolExp {
private BoolExp operandil;
private BoolExp operand?2;

public AndExp(BoolExp opl, BoolExp op2) { operand=opl; _operand2=0p2; }
public boolean Evaluate(Context c) {
return _operandl.Evaluate(c) && operand2.Evaluate(c);

}

}
_operandl: {Constant} _operand2: {OrExp}

public class OrExp extends BoolExp {
private BoolExp operandil;
private BoolExp operand?2;

public OrExp(BoolExp opl, BoolExp op2) { operand=opl; _operand2=0p2; }
public boolean Evaluate(Context c) {
return _operandl.Evaluate(c) || _operand2.Evaluate(c);

}
}

_operandl: {VarExp} _operand2: {VarExp}
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??zfﬁll}ﬁ,.(CFG Control-flow Graph)

5. HEABR(Basic Block), {£BiEf)
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f=then-el

Figure 1: Flow graph representation.
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E‘zfﬁlj}ﬁ, B (CFG, Control-flow Graph)

TE: EAER(Basic Block), KiEiEA]
— 38 EERIREF

int n, sum;

main() {
int i;
n=N;:
i=1;

wrnr x ¥ HIFTEARAREHR /

sum = 0;
while ( i<=n ){
sum = sum + 1i;
i=1i+1;
}
if ( sum < 2%n ){
ERROR:

}'else {
},
}
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» IR E(CFG, Control-flow Graph)
— AIRE, BRHBSHT(ntreprocedural analysis)
- ﬁ*@ﬁﬂﬂﬁﬁﬁ?ﬁﬁ%ﬁﬂ‘]?: Call Graph

¢ B

. Object.showMyApp.show()\ AppOperator.show()
BasicApp.show()

« Class Hierarchy Analysis (CHA): B35 AT fE i T 202K
Al

« Rapid Type Analysis (RTA): R%ECLaH1LrIE
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« ET=EHIRE(CFG) |
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1. Kk = 2;
2. if (...) 1
3. a =k + 2
For each block b: . % = =
. 5. } else { ) b2)
outy, = transy(ing) . L,
Ny = JOUMpepred, (outy) ; } x = 8; )
9. E=a
10. while (...) ad ) B,2)(»5)
11

=
[~3

. BIEFESX b
— BTN X e, T (20)

print{a+x):;
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BEEEE S (constant propagation)

VENRZEEHREFE

« FEMSHr(liveness analysis)

— PN BN EEEHREHEI(Overwrite) BRI §E
S RERNIERER

- ATAFRIA 9 f(available expression)
- LA ENRERTFTHERMITE
o EMTAMD#(reaching definition analysis)

— Definition: assignment v=4;

" — Reach: R{EIFEAAIFMWENMIERIER]
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o XWRFRA, LIRBIR DT (Alias analysis)

class X { class & {

2t Ze Xx; Xy;

void ‘f:ar(z_z).'[ void al() { void a2() { void foo(Z a) {

this.f = z; y = new Y(); x = new X();
) } x = y; y = x; x.bar(a);
Z z = new Z(); Z z = new Z(); y-bar(a);

class Y extends X { foo{z); foo(z); }

void bar (Z z) { } }

) this.g = z;
} }

o x.f Mly.gRR—XFFHG?
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— Flow Sensitive vs. Insensitive -
« BEZREIEHIR —

— Context Sensitivity vs. Insensitive _y (—ichetdete]
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« Objb =New B(1); A.a(b) BT =
— HeapZ &

» ClassA{ obj c; void a(obj b){c=Db;}
« Objb=NewB(1); Aa(b); A.c=d;
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e Intermediate representation (IR)
— Static single assignment form (SSA)
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- EHIAE: CallGraph

buildCG(String jarFile) {

// represents code to be analyzed

AnalyisScope scope = AnalysisScopeReader (1)
.makeJavaBinaryAnalysisScope (jarFile, null) ;

// a class hierarchy for name resolution, etc.

IClassHierarchy cha = ClassHierarchy.make (scope); (2)

// what are the call graph entrypoints? |

Iterable<Entrypoint> e (3)
Util.makeMainEntrypoints (scope, cha);

// encapsulates various analysis options

AnalysisOptions o = new AnalysisOptions(scope, e); (4)

// builds call graph via pointer analysis

CallGraphBuilder builder = (5)

Util .makeZeroCFABuilder (o, new AnalysisCache(),
cha, scope);
CallGraph cg = builder.makeCallGraph(o, null); (6)

}

P —
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« IREK. HFEFBENE

Reference Type Resolver Method
Type

class TypeReference IClass lookupClass ()
method MethodReference IMethod resolveMethod ()
Field FieldReference IField resolveField ()
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» FEFBA (FHEWN) BAFS
— Fun(int x, inty) x=2a y=2>b
— Scanf(*%d” ,&z) z=>c

« DTS EEXNIEFRITHRZNFN
- X FHHRIE

e |f(a<0&&b>10)
— While, for, if, switch, if-else

- BREFHIX

. if(a<0&&b>10) { while(c<5) ...}

- AR R RS R T R
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Void func(int x, int y){ %)\%ﬁﬁ%/ﬂ:

func(x = a,y = b)

intz=2*y;

if(z == x)}{
if (x > y + 10)
ERROR

}

int main(){

2b == a &&

int x = sym_input(); a>b+10

int y = sym_ input();
func(x, y);
return O;

ERROR

2 x=a=30
1 y = b =15




BIRA RN RMARE

func(x = a,y = b)

2b == a &&

X:a:O a<=b+ 10 a>b+10
y=b=1
ERROR
Path gonlstralntsl. represefnt ———1 " =a=30
equivalence classes o v=b=1||y=b=15
inputs

BEFSH, ATLUSBMASHE T, §—RKATREN—
ME, WAL ATRERMASH
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o T ARIZHEH AT i 2 1 H] B (Boolean
satisfiability problem)

—ﬁmﬂﬁiﬂﬂ‘]‘“ﬂlﬁ‘ﬁmﬁ‘h B (AE) ?

o, = (b VC)/ j
) <

@, = (= by d) TR 7

Q= N O, N0y

= {a=0, b=1, c=0, d=1}
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BB, TATMEEANT

- TJi# B M4 HRTRIS (Satisfiability Modulo
Theory)
— TERLZEEM T ZE—MiZ3E(First-order logic)
- B HEFS ARSI BH. Jik. HE. i
EEFHRHARNNKE
— BB SMT Solver: 23, CVC4

O\ afirst-order formula ¢ over background theory
(Arithmetic, Arrays, Bit-vectors, Algebraic Datatypes)

@ is ¢ satisfiable?
tbam: x+y-z<56  x<0




ETSNTEIGHFF ST
s BRSO BN E S X FHc, o, ...
C

* BEFHEEFIEIR XA

lpat]z Constraints = {C, C,, ..., C f; SAT

Use queries to determine validity of a branch
else path is impossible: c, A ¢, A ... A c. A\ =Kis

UNSAT
then path is impossible: ¢, A c, A ... A c. /A Kis

UNSAT

/0\

If-then If-else
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void testme (int x, int y)

{

z=2%;
if (z==1x) {
if (x >y+10) {
ERROR;
}
}
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Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, int y) { state state condition

— X:22,y:7 X:a,y:b

if (z==x){
if (x >y+10) {
ERROR;
}
}
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Concrete
Execution

void testme (int x, int y) { g;ﬂgrete
z=2%y;
{— X=22,y=1,
if (z==x) { z2=14
if (x >y+10) {
ERROR;
}
}

Symbolic
Execution

symbolic
state

X=a,y=Dh,
z=2%b

path
condition




DSEf1-F-

Concrete
Execution

void testme (int x, int y) { g;ﬂgrete
z=2%y;
{— X=22,y=1,
if (z==x) { z2=14
if (x >y+10) {
ERROR;
}
}

Symbolic
Execution

symbolic
state

X=a,y=Dh,
z=2%b

path
condition




DSEfI|+

Concrete
Execution

concrete
State

void testme (int x, int y) {

z=2%y;
if (z==1x) {
if (x >y+10) {
ERROR;
}
}

Symbolic
Execution

symbolic
state

X=a,y=Dh,

z=2*%b

path
condition

2*bl=a
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Concrete Symbolic
Execution Execution
concrete symbolic | path
State State condition
void testme (int x, inty) { e 2 e
z=2%y; Solution:a=2,b=1
if (z==x
( ) { 2*b = a
if (x >y+10) {
ERROR;
}
}
— X:22 y_7, X:a,y:b,
} z=14 z=2%b
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void testme (int x, int y) {

‘_

z=2%y;
if (z==x){
if (x >y+10) {
ERROR;
}
}

Concrete
Execution

concrete
State

x=2,y=1

Symbolic
Execution

symbolic
state

X=ay=b

path
condition
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Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, inty) { state state condition
z=2%y;
{— x=2,y=1, X=a,y=b,
if (2 == x) { z=2 z=2%
if (x >y+10) {
ERROR;
}
}
}
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Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, inty) { state state condition
z=2%y;
if (z==1x) {
2*b==a
— X:Z,yzl, X:a,y:b,
z=2 z=2%b

if (x >y+10) {
ERROR;
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Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, inty) { state state condition
z=2%y;
if (z==1x) {
2*b==a
a<b+10

if (x >y+10) {
ERROR;

}
) 4— X=2,y=1, X=a,y=b,

1
2 z=2*%b
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void testme (int x, int y) {

z=2%y;

Concrete Symbolic

Execution Execution
concrete symbolic | path
state state condition

if (z==x) {

Solve: (2*b ==a) * (a—b> 10)
Solution: a=30, b =15

if (x >y+10) {
ERROR;

1, X=a,y=Dhb,
2 z=2%

2*b==a
a-b<10
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Concrete Symbolic
Execution Execution
. . . concrete symbolic | path
void testme (int x, int y) { state state condition

z=2%y;
4— x=230,y=15 Xx=ay=b
if (z==x){
if (x >y+10) {
ERROR;
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Concrete Symbolic
Execution Execution

, _ , co symbolic | path
void testme (int x, inty) { state condition
z=2%y; Program Error
if (z==1x) {
2*b==a
if (x> y+10) { a>b+10
— X:30,y:15 X:a,y:b
z=30
ERROR;
}

—



sexnrixx# it HALH B AT R 7 AI.,
The Institute of Advanced Computing Technolo; P o \
A : h .
=HAAERIE
I% /3

e Javai®Es
— Java Pathfinder

« C/IC++1BR
— LLVM KLEE
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- BIEAFERFget sign
— H#Emaink#, MAZTEaFFSIL

int get _sign(int x) {
if (x == 0)

return 0;

if (x < 0)

return -1;

else

int main() {
int a;
klee_make_symbolic(&a, sizeof(a), "a");
return get_sign(a);

¥

return 1;
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« PWIFBITKLEE
- BEERIMWRAH, BERRNBEE

$ ktest-tool ——write—-ints klee-last/testOOE001.ktest

ktest file : 'klee-last/test000001.ktest'
args : ['get_sign.bc']

num objects: 1

object ®: name: 'a'

object O: size: 4

object ®: data: 1

$ ktest-tool ——write—-ints klee-last/testOOO002.ktest
object ®: data: -2147483648

$ ktest-tool ——write—-ints klee-last/testOOEO03.ktest

object ®: data: ©

—
T

-
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« EFFSIIT

— 42 Xt H BRPEa(Buffer Overflow)
— 83454H(NULL Pointer)
— HiEME(Resource Leak)
— RERIFIEE(Dependency Analysis)
s FSHITHRT
— B AFER, TRTREFBIEEN
* BROTRPA

« SREHERRE
— « FITwIE(backdoor bug)
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char buf[80];

hp = gethostbyaddr(...);
strcpy(buf, hp->hp hname);
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1 public void test(File file, String enc) throws |OException {

2 PrintWriter out = null:

3 try {

4 try {

5 out = new PrintWriter(

6 new OutputStreamWriter(

7 new FileOutputStream(file), enc));
8 } catch {(UnsupportedEncodingException ue) {

9 out = new PrintWriter(new FileWriter(file));

11 out.append('c');

1z} catch (IOException e) {
13} fimally {

14 if (out != null) {

15 out.close();

Figure 1: Code example adapted from ant.
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s BSHTMTSIITOH
— ELLRRIEZRME
- PHAENFHIZXTEC
— Fliy=0 && CEE A/
Void fun(int x, iInt y)
{ Tloat z;
1T(x>5)
{ 1T (y<3)
{ z= x/y; }
— }
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